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INTERACTIVE BROKERS AUSTRALIA PTY LTD 
ABN 98 166 929 568 

AUSTRALIAN PRIVACY SUPPLEMENT 
Interactive Brokers Australia Pty Ltd ("IBA", "we", "us" or "our") is bound by and acts in 
accordance with the Privacy Act 1988 (Cth) and the Australian Privacy Principles set out 
in that act. This Australian Privacy Supplement ("Supplement") supplements the 
Interactive Brokers Group Privacy Policy1 ("Group Privacy Policy") for clients of IBA, and 
provides further information about how we collect, use, maintain, and disclose your 
personal information. 

IBA is part of the Interactive Brokers Group of companies ("IB Group"). The IB Group 
understands that the confidentiality and security of the personal information you share 
with us is important and we handle all information we collect about you in accordance 
with this Supplement. 

When we refer to "you" in this Supplement, we are referring to our clients (who may be 
individuals or corporate persons), authorised persons or account signatories for clients, 
people and entities who are applying to open an account with us or use our services, 
persons associated with our clients or persons who are opening an account (including 
those persons about whom we are required to collect information under AML/CTF laws, 
such as beneficial owners of corporate persons, beneficiaries of trusts, etc.) whose 
personal information has been provided to us. Where applicable, we also refer to job 
applicants, website visitors and other third parties whose personal information has been 
provided to us. 

1. The kinds of information that IBA collects

As outlined in the Group Privacy Policy, we collect your personal information
when you apply to open an account with us or ask us to provide services or
products, apply for a job or access our website. The sorts of personal information
we collect include: your names, addresses, dates of birth, email addresses,
telephone numbers, tax file numbers, other government-issued identification
numbers (e.g., passport numbers, driver's licence numbers), marital status,
employment status, annual income, net worth, trading history, investment
objectives, funds deposit and transfer information.

1 https://gdcdyn.interactivebrokers.com/Universal/servlet/Registration_v2.formSampleView?formdb=2192 
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opening or when you otherwise interact with us as set out above (e.g., apply for a 
job), we may collect information about you from public registers, including 
government administered databases, or other information aggregating services 
when we assess your application for an account, or any of the products and 
services we offer. 

We may collect or verify your personal information when and if we need to 
update our records and when you interact with us via telephone or email.  

We or other members of the IB Group may also collect personal information 
during the use of any of IB Group's website applications or as a result of 
transactions you conduct through the IB Group systems or in connection with 
services offered by members of the IB Group, information we receive from 
consumer-reporting agencies, or collected through Internet cookies (for further 
information on our use of cookies, please see our Cookie Policy). 

IBA may collect sensitive information about individuals in the course of 
performing our services. This may include criminal history for the purposes of 
complying with know your customer (KYC) requirements, and biometric 
information (such as a photograph of your face) if you use our online identity 
verification services. Where required by the Privacy Act 1988 (Cth), we will seek 
your consent for the collection of any sensitive information. "Sensitive 
information" includes information about a person's racial or ethnic origin, political 
or philosophical beliefs or affiliations, trade or professional affiliations, sexual 
preferences or practices, criminal record, and biometric information.  

2. Tax File Numbers

IBA is authorised to collect your Tax File Number ("TFN") under the Income Tax
Assessment Act 1936 (Cth) in connection with accounts that may earn interest,
dividends or other investment income. We collect your TFN for purposes required
or authorised by law, including for the purpose of reporting information to the
Australian Taxation Office ("ATO").

You are not required to provide your TFN. It is not an offence to decline to quote
your TFN. However, if you choose not to provide your TFN, we may be required
by law to deduct withholding tax at the highest marginal tax rate from any
interest, dividends or investment income earned on your account.

We will only use or disclose your TFN for purposes authorised by taxation law,
including reporting to the ATO. Your TFN will be kept confidential and will not be
used as a customer identifier or for any purpose other than those permitted by
law. We handle your TFN in accordance with the Privacy Act 1988 (Cth) and the
Privacy (Tax File Number) Rule 2015.

In addition to the personal information we collect from you during account
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3. How we hold personal information 
 
Typically, we hold all personal information we collect electronically. Your 
personal information will be stored inside and outside of Australia in places 
where we maintain electronic storage facilities. Where you have provided 
physical documents which contain personal information, we will hold those in 
Australia in secure storage until they are returned to you or destroyed. 
 
We may disclose personal information to other parties including other members 
of the IB Group and service providers as permitted by the Privacy Act 1988 (Cth). 
Please see the Group Privacy Policy for details of these third parties and the 
locations to which personal information may be disclosed. 

 
4. Security of personal information  

 
As noted in the Group Privacy Policy, we will take appropriate technical and 
organisational measures to keep your personal information confidential and 
secure in accordance with our internal procedures covering the storage, 
disclosure of and access to personal information.  
 
IBA will take all reasonable steps to protect the personal information we collect 
from you from misuse, interference and loss, and from unauthorised access, 
modification or disclosure. Personal information is retained for as long as 
necessary to meet legal, regulatory and business requirements.  

 
5. IBA website 

 
When you use IBA's website or the links from that website to pages maintained 
by other members of the IB Group, we collect anonymous statistical information. 
The information is used to evaluate website usage and for development 
purposes. 
 
IBA and its affiliates use "cookies". By accessing the websites of IBA, its affiliates 
within the IB Group or third-party services or information providers you 
acknowledge and accept the use of cookies. 

 
6. Telephone calls 

 
We may record the telephone conversations you have with us and our client 
services staff. We may be legally required to make a record of these 
conversations if they involve instructions to buy or sell certain financial products.  
 
IBA may use such recordings in the resolution of disputes and if we do so, we will 
provide you a copy upon request.  

 



7. Unsolicited information 
 
If we receive unsolicited information from you, we will take reasonable steps to 
destroy it or remove it from our electronic systems. However, if that unsolicited 
information is comingled with information we have requested from you, you 
acknowledge that it will be handled in accordance with this Supplement. 
 

8. Uses and disclosures of personal information 
 
You agree and acknowledge that as we outlined in the Group Privacy Policy, we 
will use the personal information you have provided to meet our legal obligations, 
including to match against electronic records maintained by government bodies 
and third-party information aggregators, and to determine your eligibility for 
products and services. We may disclose your personal information to:  

 
 Affiliates within the Interactive Brokers Group; 
 Other financial services institutions or similar entities that we deal with as 

a result of the nature of our business or in relation to the products and 
services that you utilise (e.g., including third-party services or information 
providers accessible through Interactive Brokers Group websites, sub-
custodians or other third-party brokers); 

 External services providers including consulting, legal, accounting or audit 
firms; 

 Regulatory and government bodies in Australia and in other countries; 
 Professional firms engaged by us to match your personal information 

against government records; or 
 Other third parties as required by a court with jurisdiction. 

When we verify your identity electronically, we may use the Commonwealth 
Government's Document Verification Service ("DVS"). If we do so, the 
identification information you provide - such as your name, date of birth and 
document details from your passport, driver's licence or other identity document - 
will be transmitted to an approved DVS gateway service provider and matched 
against official government records held by the relevant issuing authority. We 
may also share your identification information with government bodies and 
database owners to confirm whether the information you have provided matches 
the information they hold.  
 
If we cannot verify your identity electronically, including against electronic records 
maintained by government bodies and other third parties, we will require you to 
produce documentary evidence in order for us to manually verify your identity.  
 
By providing your identity documents to us, you confirm you are authorised to 
provide those details, and you consent to the collection, use and disclosure of 
your identification information for these purposes. If you do not consent to the 
use of your identification information for identity verification, we may not be able 



to verify your identity or provide you with our products and services.  
 
If you have any questions, concerns, or complaints about how we collect, use, or 
disclose your identification information for DVS purposes, you may contact us 
using the details in Section 12 of this Supplement. You may also lodge a 
complaint with the Office of the Australian Information Commissioner ("OAIC") at 
www.oaic.gov.au. You can find more information about how the DVS operates 
and is managed by the DVS Hub and the Framework Administrator (Attorney-
General's Department) at https://www.idmatch.gov.au/.  
 
We may also use or disclose your personal information for any of the other 
purposes outlined in the Group Privacy Policy, including to conduct our recruiting 
processes, to comply with any legal, regulatory or good practice requirement and 
to communicate with you, conduct client surveys and collect information about 
your preferences, subject to the direct marketing requirement set out below. 

9. Direct marketing  
 
As set out in the Group Privacy Policy, we like to keep our clients, personnel and 
other interested parties informed of company developments, including news 
relating to IBA and the IB Group that we believe is of interest to them. We may 
also use and disclose your personal information for the other marketing-related 
purposes set out in the Group Privacy Policy.  
 
These communications may be sent in various forms, in accordance with 
applicable marketing laws, such as the Spam Act 2003 (Cth). When you sign up 
to one of our mailing lists or other communication channels, you may consent to 
us sending you those direct marketing communications by any of those methods.  
 
If you do not wish to receive publications or details of events or seminars that we 
consider may be of interest to you, please let us know by contacting us or by 
following this link: https://www.interactivebrokers.com/en/index.php?f=464. You 
may also unsubscribe at any time by following the unsubscribe link in our emails.  
 
Please note that even if you request not to receive further direct marketing 
communications, we may continue to provide information to you about certain 
information, such as changes to our terms and conditions as permitted under 
applicable laws, and other details set out in the Group Privacy Policy. 
 

10. Your obligations and rights  
 
You are not obliged to provide us personal information; however, in some 
circumstances we will not be able to offer you products and services, progress 
your job application or other request should you choose not to provide that 
information. If you provide any personal information about yourself or any other 
person or entity to IBA when you apply for any of our services or products, you 

https://www.oaic.gov.au/
https://www.idmatch.gov.au/
https://www.interactivebrokers.com/en/index.php?f=464


represent and warrant that you are authorised to provide such information and 
that the personal information is true and accurate in all aspects. Where you 
provide personal information on behalf of another person or entity, you agree to 
inform that person or entity of how we may use such information. 
 
You have the right to ensure we hold correct personal information about you, and 
you undertake, as a term of the client agreement with us, to inform us or update 
your account immediately should any information you have previously provided 
change. 
 
You also have the right to access the personal information we hold about you, 
see below regarding how you may do so, and make a complaint. 
 

11. Reporting of breaches  
 
In the event that we lose some of your information, for example in the case that 
our database is hacked, and this loss of your information appears likely to result 
in serious harm to you, we will notify you of the salient details in writing as soon 
as is reasonably practicable. Where required by law, we will also notify the OAIC 
at this time. 
 

12. Questions, Requests and Complaints  
 
Should you have any questions, requests or complaint about your privacy or our 
handling of your personal information, please contact us. This can be done by 
clicking on "Inquiry Ticket." Under "New Ticket" select the following:  
 
Category: Other Regulatory 
 
Sub-category: Submit a Complaint 
 
Alternatively, clients may submit their complaints as follows: 

 

By website 

Inbound communications via commercial E-mail are not 
supported due to security concerns. 
 
You may submit an inquiry via the Interactive Brokers Help 
Desk.2  
 
Please ensure you select "Account Services" for the subject 
and "Complaint" for the topic for the most expedient handling. 

By 
Telephone: 

+61 (2) 7251 0088 

 
2  https://www.interactivebrokers.com.au/en/general/contact/newContact/contact.php 
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By Mail: 

The Complaints Officer 
Interactive Brokers Australia Pty Ltd 
PO Box R229 
Royal Exchange NSW 1225 
Australia  

 
We will provide acknowledgement of a complaint as soon as possible, but within 
1 business day of receipt. We will respond to the complaint as soon as possible 
and in a reasonable timeframe (generally within 30 days). If your complaint is not 
resolved by us to your satisfaction, you may contact the OAIC. Please refer to 
the following website www.oaic.gov.au for further details. You may also contact 
the OAIC at: 
 
Email: enquiries@oaic.gov.au 
Facsimile: +61 2 9284 9666  
Post: Sydney Office, GPO Box 5218 Sydney NSW 2001  

13. Why we collect personal information 
 
IBA is required by law to collect certain information about you in order to comply 
with the Anti-Money Laundering and Counter Terrorism Financing Act 2006 
(Cth), the Corporations Act 2001 (Cth), the Taxation Administration Act 1953 
(Cth), the Income Tax Assessment Act 1997 (Cth), the Income Tax Assessment 
Act 1936 (Cth), laws implementing the Common Reporting Standard and other 
laws and regulation which apply to us such as the US Foreign Account Tax 
Compliance Act ("FATCA").  
 
In collecting, using and disclosing such information, we comply with the 
requirements of the Privacy Act 1988 (Cth), the Identity Verification Services Act 
2023 (Cth) and a special purpose Document Verification Services Participation 
Agreement with the Commonwealth, which governs our use of DVS. We also 
collect information from you in order to determine your eligibility for certain 
services offered.  
 
We also use the information we collect to improve our offering to our clients and 
to monitor client accounts for unauthorised activity. 
 

14. How you may access personal information we collect about you 
 
Clients of IBA may access any information IBA holds about them by contacting 
IBA at the details set out above under Section 12. 'Questions, Requests and 
Complaints'. We aim to process all requests within 30 days, but if your request is 
complex, we may take longer and will advise you of this. 
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There are no fees associated with requesting access to the information we hold 
about you, however IBA reserves the right to charge you a reasonable fee for 
complying with your request if it involves the production of physical documents 
from our electronic records and the costs associated with postage.  
 
In certain legal circumstances we cannot provide you access to the information 
we hold about you. Where this is so we will explain to you the reasons for 
denying you access. 
 

15. Revision of this Supplement 
 
This Supplement was last updated on the date indicated at the top of this 
Supplement. We reserve the right to update and change this Supplement from 
time to time for any reason. In case of any such changes, we will post the 
changed Privacy Policy on our website or publish it otherwise. The changes will 
take effect as soon as they are posted on our website.  

 

 


